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Our Digital Lives
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*Source: https://www.cnbc.com/2018/05/30/70-percent-of- people globally-work-remotely
least once-a-week-iwg-study.htm
Source International Labour Organlsatlo Norld Bank
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https://www.cnbc.com/2018/05/30/70-percent-of-people-globally-work-remotely-at-least-once-a-week-iwg-study.html
http://www.gartner.com/newsroom/id/3165317
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The Drivers for Consumer Behaviour
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Artificial Intelligence
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2018 ho|_|—W|thout Cashiers

The tagline for the Amazon Go store is "No lines. No checkout. (No, seriously.)"

Apowered re-

Danny Vena (TMFLifelsGood)

-- and one might be coming near
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3) By Vala Afshar | September 17, 2018 -- 14:00 GMT (15:00 BST) | Topic: Digital Transformation

Across financial services artificial intelligence (Al) is no longer the stuff of the future. It has been embraced by
banks supported by third party fintechs, providers, and technology departments within banks keen to use their

own resources to drive their use of the robotic process automation (RPA) and machine learning (ML).




Social Media
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Seen and Heard: Facebook secures
payments services licence
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Will influencers jump on this?
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By Shannon Liao | @Shannon_Liao | May 3, 2018, 5:59pm EDT

: Lucy Dean { '
Yahoo7 Finance 19 September 2018 o' A facebook 4.5 Grand Canal Square




Are we in Charge of Our Data?

Hyper-connected consumers are spoilt for choice and consequently demand more...

MORE'AND MORE DATA, EVERYWHERE
MORE CONNECTIVITY
MORE AND MORE TECHNOLOGIES
DATA IS THE NEW MIONEY MORE COMPUTING POWER
MORE CdMPLEX ANALYTICS, MORE INSIGHTS
EXTENDED SUPPLY CHAIN
MORE WAYS TO COMMERCIALISE & MONETISE

IT ALSO INTRODUCES MORE RISK...



Serious Implications

Dramatic Increase of OCamMmMmers ste_al half-a-billion pounds
from UK banking customers

WHO MOVED By Lawrence Abrams
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You Can’t Stop Progress...

8th Feb - Deadline for EBA
consultation

Q2 - Draft EBA RTS
and strong auth

Jan 2017 - Earliest p. -,
for EC to adopt the RTS

Min 18 months for it to come in to
force

13 Jan 2018 - Deadline for

national governmen ts to EBA completes work on other RTSs

ation /’f‘§
- Earliest possible “ //g

date for EBA Security and auth
RTS to come into force

()

Q1/Q2 2019 - Possible likely
date for EBA Security and auth
RTS to come into force




But we are up against it...

HELP FIGHT FRAUD

PLEASE DONATE
YoUR CREDIT CARD
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Current state of fraud
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New phishing attack identified Fraudulent transactions via New account fraud 15x more
every 30 seconds; global mobile apps rose by 600 likely on new accounts vs.
losses $10.8 billion.* percent since 2015.* accounts more than 30 days old*
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More than half of the most Money laundering transactions are
disruptive crimes in the UK resulted estimated at 2 to 5% of global GDP. That’s

in losses over $100,000.* roughly $1-2 trillion USD annually.**

*RSA Q1 2018 Fraud Report
*PwC Global Economic Crime Fraud Survey 2018



The findings*

o 49% of global organizations have been a victim of fraud in
the past 24 months

o 52% of all reported frauds over the past 24 months
were cases of internal fraud

O Huge increase in compromise of loyalty program accounts

O Cross-banking money laundering groups grown significantly

* Raconteur Fraud Report 2018 published in The Times KASPERSKvﬂ



Kaspersky Fraud Report 2018 Examples

Kaspersky identified more than 25,000 compromised
accounts in a single fraudulent scheme. This rose by

Fraud Report 2018 5,000 per month.

Kaspersky
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Real cases and \ = ‘ Fraud Prevention
uncovered schemes

Kaspersky identified 294 accounts involved in money
laundering activities across four different banks

A group of over 3,000 synthetic accounts were discovered
(and blocked) in a single retail loyalty program.
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| buy credit cards. dumps with pin
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'hone VBV Base
Yes Ravenna ()

B Private Carding Lessons
we
MASTE g I m glad to present the INAcademy of Carding , where all new carders can Ravenna ()
A

learn the best way to made money on carding world .

c
| “REDIT CARDS ypp,

* Online Carding ( how card item , tickets ....etc )

* Instore Carding ( how card safe , bins , technic ....etc )
* Botnet Lessons ( what is botnet trojan , how that work ....etc )

ALL lessons are given throught ICQ & JABBER with encryption logs !!

bank {BIN) can
or refu

- Carding with Ebay & paypal

- Carding with CC & fullz online

- Instore carding ( how be safe )

- How Cashout Bank transfer

- How Open Offshore account easy —
- How card on Famous Shop ( LY,prada ..etc )

- What are botnet ? zeus , spyeye ..etc

- Hacking Method v Ravenna (9
- Scam method

Contact : ICQ -

Ravenna (9




Fraud increasing in volume and variety of actors

* From organized crime with
Internal specializations

« To self-made bad guys that can
easily buy tools, use social
engineering, and learn fraud
scenarios on the internet
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Fraudster: Nicholas Webber is pictured posing beside a laptop, with a
large quantity of cash. He today admitted masterminding the sale of
65,000 bank details




Beyond finance

g

Financial services Governments Healthcare Telecommunications
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Gambling Gaming Loyalty schemes E-commerce/Retalil



Think like a Cyber-Criminal

[ Services offering ] [ Cybercriminal opportunity ]

My shipping mule will have it before
your fraud team knows its gone

Next-day shipping

I'll cash out before your customer

Real time faster payments calls about a weird transaction

One sounds good - 6,000
sounds great

$10 for new accounts promotion

If only there was a way to validate

“FOI’QOt my paSSWOI’d” link accounts...

Good luck making money when |

Account locks after 5 failed logins e el ) I ST EEEONTS

Thanks for the identity theft one -
stop-shop!

View your statement online
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